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Abstract
The study examined the relationship between digital technologies and the security of students’ records in public universities in Akwa Ibom State, Nigeria. Two research questions were raised to guide the study. The study adopted the correctional research design. The area of the study was Akwa Ibom State, Nigeria. The population for the study consisted of 38 information and communication technology unit personnel. The total enumeration sampling technique was used for the study. The instrument used for data collection was a questionnaire. The researcher, with the help of research assistants from the institutions, administered the questionnaire to the respondents. The data collected were analysed using Pearson Product-Moment Correlation (PPMC) to answer the research questions. The findings of the study revealed that there is a positive and significant relationship between digital technologies (database and website) and the security of students’ records. It was concluded that the use of digital technologies such as databases and websites in the security of students’ records is necessary to safeguard these records from loss or damage. It was recommended, among others, that there should be an increase in the internet penetration and bandwidth to ensure full and uninterrupted website access in the universities.
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Introduction
The world has gone digital with an abundance of information. Electronic devices that create, store, and process data in both positive and negative states are referred to as digital. Information and Communication Technologies have led to a paradigm shift in recent years, influencing roles and practices.  It is now an integral part of the daily practice of organisations and institutions around the globe, with everyone being expected to adopt and integrate the use of information and communication technologies into their everyday activities, including in the creation and security of vital records such as the students’ records in universities (Hartman et al., 2017). Due to the dominating influence of digital technologies, all sectors of the global society, including the universities, are driving towards remaining relevant and competitive by adopting, applying and using the technologies in operations and service delivery.
Universities need functioning student records in order to effectively carry out their day-to-day activities. According to Oloniruha and Momohjimoh (2022), universities are distinguished by a variety of purposes and objectives that are pursued through their primary functions and activities, which include teaching, learning, research, and public services for the progress of knowledge.  The university has a high degree of stability and is a formal organisation. Students come and go, but the university remains (Usman, 2017). It is therefore imperative that students’ records be properly maintained and secured to ensure consistency and continuity of educational services. Records are vital tools for the proper administration of every institution. It is an important administrative tool that is necessary to carry out operational procedures and functions. 
The emergence of digital technologies has changed the way records are kept and secured in universities. The advent of computers has brought a remarkable turning point in the management of records in organisations such as universities.  The immense use of records has brought with it the security risks of unauthorised access, loss, alteration, erasure, and damage of recorded information; thereby compromising the principles of corporate governance, especially in the areas of integrity, accountability and transparency (Musembe, 2019). Records must be properly secured to maintain business continuity and efficiency as well as to prevent violations of legal, regulatory, or contractual requirements in establishments like colleges (Oseni et al., 2023). Numerous techniques can be used to safeguard records in order to reduce the possibility of both loss and harm. Hence, the adoption of digital technologies in ensuring the effective security of records in universities, especially the students’ records, which carry information about students’ academic activities. Some of these technologies include databases and websites.
A database is a collection of data that is multi-dimensional in that it may be accessed from multiple viewpoints due to internal relationships between its entries (Kustitskaya, 2023). It is viewed as an organised collection of information that allows for easy retrieval and, most importantly, the security of these records (Gillis, 2024). According to Omotunde and Ahmed (2023), databases are important in securing records within the university by providing a centralised, organised, and secure platform for storing and managing data. This can involve the use of a website to store and secure data. 
According to Schuett and Rahman (2021), a website is a collection of related webpages, photos, videos, or other digital assets maintained on a single web server and typically accessed via the internet. The security of records is of great importance to educational institutions. Students’ records contain sensitive information which should be properly secured against any form of disaster. Securing students’ records on the web using well-designed software enhances the availability and accessibility of the records.
The process of protecting student records and their facilities from internal or external damage is referred to as "security of student records" (Akpa et al., 2022). Seniwoliba (2017) confirmed that any action taken to maintain the appearance of student records as tidy as possible and to guarantee that they are in good condition and arranged systematically is considered record security in schools. Among the student records maintained by universities, according to Nwaomah (2020), are admission lists and letters, course registration, academic transcripts, semester results, students' bio-data forms, graduate student results statements, undergraduate and postgraduate certificates, graduation lists, information on how to pay for tuition and housing, examination malpractices, minutes and reports, dissertations, theses, and projects, as well as postgraduate seminars and defences. In addition to being important information resources that support the school and help achieve educational goals and objectives, the efficient maintenance of student records is essential to guaranteeing consistency, continuity, and availability of the data for use (Anyanwu, 2019).  
Effective record security has been jeopardised, despite the fact that records are essential to the daily operations of Nigerian universities. Although they are frequently made, accurate, thorough, and reliable student records that detail academic activities are seldom adequately safeguarded. Due to poor record-keeping practices at numerous colleges, many students have suffered from the loss of their certificates, exam scripts, and results. Additionally, this has increased the students' maximum number of years as required by the university. According to Allison and Otuza (2017), this unpleasant circumstance serves as a deterrent not just for the students but also for the university, as it has occasionally led to legal action. However, it seems that not enough information is available about digital technology and student record protection. This work aims to close this information gap. 
Statement of the Problem
In any community, organisation, or institution, records are a vital tool, particularly for administration, decision-making, and reference. The foundation of all corporate operations is the information found in records and the security of those documents. Management is unable to make decisions when it lacks information. According to observations and literature, university data are randomly destroyed, left exposed to unwanted access, and piled up in folders that are not organised properly. Additionally, there are limited security procedures that safeguard records from the time they are created until they are used and eventually disposed of. The almost complete lack of adequate record protection at the institution raises more questions about how record officers and administrators have been managing and safeguarding student records for efficient usage. Therefore, it is essential to examine how the usage of digital technology relates to the security of student data in Akwa Ibom State's public colleges. To the best of my knowledge, the existing literature does not adequately explain how the security of student records and the use of digital technology are related. It is against this backdrop that the researcher wants to investigate the relationship between digital technologies and the security of students’ records in public universities in Akwa Ibom State, Nigeria.
Research questions
1. What is the relationship between the database and the security of students’ records in public universities in Akwa Ibom State, Nigeria?

1. What is the relationship between the website and the security of students’ records in public universities in Akwa Ibom State, Nigeria?
Literature Review
A collection of cutting-edge advancements in information and communication technologies (ICTs), digital technologies are applied and utilised throughout the entire data, information, and knowledge management process, including creation, acquisition, organisation, preservation, distribution, and use. These technologies are also seen as a branch of knowledge with a focus on creation, adoption, application and use of computerised electronic devices, methods and systems for management and communication of information and knowledge (Igwe et al., 2021). Digital technologies entail techniques designed to manage the risks of information loss that could be caused as a result of unannounced and unpredictable occurrences, as well as ensuring long term and meaningful access to the information (Matlala, 2019). According to Kalu et al. (2021), the phrase "digital technologies" refers to technologies that rely on the use of microprocessors, which include computers and computer-dependent applications like the Internet, as well as other devices. It involves the use of digital audio and video, information and communications technology (ICT), and gadgets that provide access to cyberspace. Information and communication technology is now an integral part of the daily practice of organisations and institutions around the globe, with everyone being expected to adopt and integrate the use of information and communication technologies into their everyday activities, including in the creation and security of vital records such as students’ records in universities. 
Records are essential resources for every institution's efficient operation. It is an important administrative tool that is necessary to carry out operational procedures and functions. According to Abdulrazaq (2015), a record is any documented information, regardless of format or medium, that is received and kept by an agency, institution, organisation, or individual to fulfil its legal responsibilities or conduct any type of business. Records are described as records that serve as objective documentation of actions taken, events that took place, outcomes attained, or statements made (Clement, 2018). They are regarded as an organisation's lifeblood, keeping its heart, mind, spirit, conscience, and memory intact. Consequently, it is impossible to overstate the significance of records in any organisation.	
Records of students who have been admitted but have not yet reported, continuing students, and alumni are all stored in universities. Only authorised individuals, such as students, parents/guardians, and senior administrative officers within the institution, as well as outside parties like accreditation commissions and government agencies, should have access to these records, which must be kept private and honest (Metto et al., 2022). Among the student records maintained by universities, according to Nwaomah (2017), are admission lists and letters, course registration, academic transcripts, semester results, students' bio-data forms, graduate student results statements, undergraduate and postgraduate certificates, graduation lists, minutes and reports, examination malpractices, dissertations, theses, and projects, postgraduate seminars, and defences.
Given the expectations of the digital era of accuracy, speed, and accessibility of service, which continue to rise dramatically, disorganising student records in the university can be a significant challenge. Today's students demand instantaneous service both in person and online (Matthew, 2019). Records must be actively safeguarded throughout their life cycle in order to ensure efficiency and effectiveness and to allow businesses, including universities, to thrive in the digital era's accountability phase (Muthoni, 2018). 
Information and communication technology is now an integral part of the daily practice of organisations and institutions around the globe, with everyone being expected to adopt and integrate the use of information and communication technologies into their everyday activities, including in the creation and security of vital records such as students’ records in universities. According to Ambira et al. (2019), record security guarantees that records are shielded against unauthorised actions such as inspection, modification, recording, interruption, or destruction. Joshi and Singh (2017) define security of records as the maintenance of confidentiality, which guards against unauthorised access and disclosure; integrity, which protects the authenticity, accuracy, and completeness of records; and availability, which guarantees that records and related services are accessible to authorised users when required. According to Osika and Ekuobase (2015), security is the capacity to react quickly and expertly to security threats and breaches rather than the lack of dangers.
Due to the record officers' adoption of a traditional paper filing approach for record administration, security risks to student data are becoming a major concern in many universities, including those in Nigeria. Records management security risks can originate from a variety of sources, including theft, fire, floods brought on by natural catastrophes, malicious software (malware), and data breaches. Consequently, it is imperative to integrate various digital technologies to guarantee that student records are safe and maintained to fulfil their intended function. According to Oseni et al. (2023), in order to maintain corporate continuity and efficiency and to prevent violations of legal, regulatory, or contractual responsibilities, all records, whether paper or electronic, must be properly secured. The risk of records being lost or damaged can be reduced by using a number of security measures. Digital technologies like databases and websites are required to restrict user access to records and to have control over record storage in order to prevent unauthorised access, alteration, theft, and physical damage to documents. 
In order to provide a consistent and regulated pool of data, a database is a single, organised collection of structured data that is stored with the least amount of duplicate data items (French, 2022). Kustitskaya (2023) defines a database as a collection of data that is multi-dimensional in the sense that the information is accessible from multiple viewpoints due to internal relationships between its entries. Abouelmehdi et al. (2017) maintained that databases play a crucial role in digital records security strategy, serving as the backbone for storing, managing, and safeguarding sensitive information. In the same vein, Omotunde and Ahmed (2023) asserted that databases are important in securing records within the university by providing a centralised, organised, and secured platform for storing and managing data. Typically, databases are established to satisfy the information requirements of the main components of an organisation by adequately storing and securing the recorded information, so that it can be accessed and retrieved as needed. Data is the foundation of all organisations and organisations, according to Abdulraham (2020), and academic records are the most valuable resource for educational establishments. Therefore, it is pertinent that these students’ records should be properly secured in the institution’s database against emergency occurrences such as internal risks to dependability and integrity by employing suitable database auditing methods to determine who did what, when, and how.
A database represents the integration of the data and information of an organisation. An organisation's ability to solve problems effectively and efficiently will be aided by clear and comprehensive information. A well-managed information system is the biggest asset for schools (Sinaga et al., 2021). A database management system makes it easier for the university to input, process, access, and utilise the existing students’ data for whichever purpose. Aye and Khin (2019) acknowledged that all organisations now rely on database systems as the key data management technology for a large variety of tasks, ranging from day-to-day operations to critical decision-making. Restricting access to the entire database is part of a database management system's security mechanism. We refer to this feature as access control. One of the fundamental ideas of security is access control. Restricting access to data is the main technique used to protect it. Access control, authorisation, and authentication can be used to do this. When granting permissions to particular items and users, these procedures are employed with an emphasis on access control. To limit access to the system, for example, the majority of database systems employ authentication methods like login and password. Additionally, the majority of users have defined privileges or are permitted to utilise particular resources.
Internet usage has increased rapidly in this digital era. Websites have become the most important portal for most, if not all, business organisations and institutions. According to Schuett and Rahman (2021), a website is a collection of related webpages, photos, videos, or other digital assets maintained on a single web server and typically accessed via the internet. A website's pages are typically located on the same physical server and can be accessed from a shared root uniform resource locator known as the homepage. Securing students’ records and ensuring they are safely stored is of great importance to educational institutions. Students’ records contain sensitive information which should be properly secured against any form of disaster. Securing students’ records on the web enhances the availability and accessibility of the records. Aziz et al. (2021) inferred that websites are widely used all over the world as a medium for preservation and security of information. This is because the website serves the task and goal of quick, easy and effective search and retrieval of information regardless of location.	Securing students’ records in a website requires a multi- faceted approach that prioritises data security, accessibility and compliance with relevant regulations. This includes implementing robust security measures, using secure storage solutions, establishing clear data governance policies, and ensuring user authentication. Securing information on the web involves implementing measures to protect data from unauthorised access, modification, and disclosure. This includes using strong passwords, enabling two-factor authentication, regular backups, staying vigilant against phishing attempts and employing website security measures such as the web content management system (Maraga et al., 2022). In order to provide user-centric web applications and services, web administrators utilise web content management systems to create, publish, customise, and develop internet services. These programs include WordPress, Drupal, and Joomla, which are used by both government and non-government organisations as well as universities.

Methodology
The study adopted the correctional research design. The area of the study is Akwa Ibom State, Nigeria. The population for the study consisted of 38 information and communication technology unit personnel. The total enumeration sampling technique was used. Data was collected using a questionnaire. The data collected were analysed using Pearson Product-Moment Correlation (PPMC) to answer the research questions. 
Result and Discussion
Research Question 1: What is the relationship between the database and the security of students’ records in public universities in Akwa Ibom State, Nigeria?
Table 1: Pearson Product-Moment Correlation between Database and Security of   Students’ Records. N = 38
	     Variable                                                  ∑ X                  ∑X2                          ∑XY                         r-value
                                                                     ∑Y                   ∑Y2

	Database                                                      1501                 22849
                                                                                                                          49252                          .55
Security of Students’ Records                     3285                 107989



The result in Table 1 indicates that the calculated r-value between the database and the security of students’ records is 0.55. The r-value, when compared with the decision rule, indicated a positive relationship. Therefore, the relationship between the database and the security of students’ records in public universities in Akwa Ibom State, Nigeria, is positive and great.
The findings of the study revealed that there is a positive and significant relationship between the database and the security of students’ records. The finding agreed with that of Aye and Khin (2019) that all organisations including universities now rely on the use of database in the management of records due to its ability to meet the information needs of the organisation by adequately storing and securing the recorded information, thereby making it accessible and retrievable as at when needed; as clear and complete information facilitates problem-solving effectiveness. The finding also aligned with the findings of Omotunde and Ahmed (2023) that the database has a positive relationship with record security. Database performs this role by using encryption to secure data at rest and in transit, thereby curtailing the risks related with unauthorized access and data interception.
Research Question 2: What is the relationship between the website and the security of students’ records in public universities in Akwa Ibom State, Nigeria?
Table 2: Pearson Product-Moment Correlation between Website and Security of Students’   Records. N = 38
	Variable                                          ∑ X                ∑X2                         ∑XY                          r-value
                                                                   ∑Y                 ∑Y2

	Website                                          1495           22657
                                                                                                49087                    0.60
Security of Students’ Records       3285           107989                   



The result in Table 2 indicates that the calculated r-value between the website and the security of students’ records is 0.60. The r-value, when compared with the decision rule, indicated a positive relationship. Therefore, the relationship between the database and the security of students’ records in public universities in Akwa Ibom State, Nigeria, is positive and great.
The findings of the study revealed that there is a positive and significant relationship between the website and the security of students’ records. The findings of the study aligned with the finding Lee and Kozar (2022) that a well-designed website has a positive relationship with the way records are secured and used in organisations. This is because with a well-designed website, the possibility of records getting lost or damaged is minimised, while the reliability, availability and accessibility of the records are guaranteed.

Conclusion 
In conclusion, students’ records are one of the most important administrative elements of university organisations, and the importance of their security cannot be overemphasised. Security threats to records are becoming a serious issue in universities as a result of the use of conventional traditional paper filing systems adopted by those in charge of recordkeeping in the universities. Based on the findings of the study, it is evident that the use of digital technologies such as databases and websites in the security of students’ records is necessary to safeguard these records from loss or damage.
Recommendations
In light of the findings of the study, it was recommended that:
i. The university management should provide adequate funds for the regular updating of the institution's database that hosts students’ records. 

ii. There should be an increase in the internet penetration and bandwidth to ensure full and uninterrupted website access in the universities.                                   
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